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and digital pathology  



Tackling COVID-19 through responsible AI/ML innovation
Turing ethics leads the ethics team on the UK rapid response data science task force for COVID-19

Some notes from the field…

What are the major challenges that 
we faced in confronting COVID-19 
through rapid response data 
science and how can learning from 
working through these challenges 
inform the creation of an ethics and 
resource governance framework 
that ensures a sustainable, 
resilient, and ready data innovation 
ecosystem for digital pathology?



Overlapping challenges to data research and innovation in 
COVID-19 and digital pathology contexts

• Issues related to model reporting, model validation, and clinical uptake  

• Issues related to data stewardship & responsible data management (data quality gaps, 
deficient methodological interoperability, data siloing, lack of (meta)data standardization)

• Issues related to sufficient individual and public consent, institutional  transparency, and 
social license 

• Issues related to health equity, fairness, and bias mitigation

• Issues related to model interpretability and result opacity

• Issues related to context-aware and interdisciplinary data innovation (leveraging data linkage 
with EHRs and granular patient care data collected in complex environments  introduces 
confounders)
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Issues related to model reporting, model validation, and clinical uptake  

All of the 232 prediction models evaluated but two were “at high or unclear risk of [statistical] bias.” Only 5% were 
externally validated. 

Quality issues attributed to “poor reporting and poor methodological conduct for participation selection, predictor 
description, and statistical methods used”

None of the models recommended for immediate clinical application. 



Issues related to model reporting, model validation, and clinical uptake  

Out of 320 papers on introducing machine learning methods for COVID-19 diagnosis or prognosis using 
radiological imaging, only 62 passed quality checks with reporting sufficient to warrant inclusion in the review. 

Evaluation of these 62 studies found that “none of the models identified are of potential clinical use due to 
methodological flaws and/or underlying biases” and that “none of the reviewed literature reached the threshold 
of robustness and reproducibility  essential  to  support  utilization  in  clinical  practice.”



Issues related to model reporting, model validation, and clinical uptake  

Anxieties about the lack of process transparency, poor model reporting, and lack of appropriate 
validation have already had a direct bearing on the adoption, application, and effectiveness of 
data-driven decision support in a broad range of clinical environments:

Poor methodological conduct and reporting been shown to exist across many different areas of 
research in clinical prediction modelling (Mallet et al., 2010; Collins et al., 2013; Siontis et al., 
2015; Damen et al. 2016) These have led to limitations in the perceived reliability and 
applicability of such studies in decision support settings (Bouwmeester, 2012). 

Poor reporting and unclear methodological conduct function as a stumbling block for the 
reproducibility of results, and these are then often met with justified trepidations by clinicians. 
Without externally validated research that is corroborated through replicated experimental 
methods and that supports generalizability to out-of-sample instances (Altman et al. 2009; 
Moons et al., 2012), (Collins, 2014; Khalifa et al., 2019; Vollmer et al., 2019). clinical uptake 
will be significantly limited. 
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Issues related to data stewardship & responsible data management

Schema of the “data life cycle with FAIR principles, data quality, and governance” 
from the International Medical Informatics Association (Liaw et al, 2020)

Data quality gaps arise 
from measurement errors, 
clinical learning processes 
differential resourcing of 
care environments, etc. 

Sampling biases lead to 
imbalanced  and 
incomplete datasets & 
irresponsible data linkage 

Poor or variable sensor 
quality generates 
measurement inaccuracies

Deficient methodological interoperability 
leads to uneven data quality across clinical 
environments, labs, & health systems.

Lack of accreditation and protocols for 
secure & trusted research environments 
delay data sharing and agile collaboration. 

Data siloing causes a lack 
of standardized 
measurement & recording 
practices across clinical 
environments/ health 
systems. This leads to 
divergent data ontologies & 
inconsistent metadata, 
categorization, & 
phenotyping. 



Issues related to health equity, fairness, and bias mitigation  

From: Leslie et al (2021), Does “AI” stand for augmenting inequality in the era of covid-19 healthcare?, BMJ

Cascading effects of health inequity and discrimination in the design and use of AI systems



Issues related to model interpretability and result opacity

Both Wynants et al (2020) and Roberts et al (2021) noted the problem of model opacity and 
insufficient explainability—signalling a wider prioritization of predictive performance over 
interpretability in COVID-19 related machine learning applications.

In their recommendations, Roberts et al caution that researchers should aim “to aid clinicians 
by providing interpretable predictions.”:

“We  stress  the  importance  of  not  only  reporting  results but also demonstrating model 
interpretability with methods such as saliency maps, which is a necessary consideration for adoption 
into clinical practice.” (213)



Issues related to model interpretability and result opacity

“The lack of model interpretability has led to a notable push back within the scientific community, since many 
times, the ‘why’ behind a prediction is just as important as the prediction itself…The emphasis on interpretability 
will help ensure models are reliable and based on true signals. In some cases, one would envision that 
interpretable AI applied to pathology images would reveal previously unseen patterns, such as proximity 
between cells, and importance of stromal components, etc.. Medicine is inherently interdisciplinary, which 
should be reflected within the features and samples used for predictive algorithms, allowing for a systematic 
understanding of problems and, in many instances, an improved accuracy. The age of measuring model 
performance based solely on traditional performance metrics (accuracy, F1, AUROC, etc.) is over. Model 
evaluation must take into consideration both performance and interpretability.”(Gilvary et al, 2019,  557, 562)



Issues related to model interpretability and result opacity
Importance of interpretability in model development

From Pocevičiūtė et al (2021) Survey of XAI in Digital Pathology 

Grad-CAM (saliency map) visualisations of 
the four residual blocks in ResNet18 
trained to detect tumours in skin WSIs.
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Issues related to model interpretability and result opacity
Importance of interpretability in model development

From Pocevičiūtė et al (2021) Survey of XAI in Digital Pathology 

Grad-CAM (saliency map) visualisations of 
the four residual blocks in ResNet18 
trained to detect tumours in skin WSIs.

Deep neural network 
incorrectly predicts the 
absence of tumours 
even though they are 
visually present at 
bottom of slide.

Heatmap shows areas 
of high prediction 
importance  (in red). 
This helped model 
developers understand 
that the DNN was 
incorrectly using the 
presence of fat tissue 
to indicate absence of 
tumour; an indication 
of potential bias in the 
trained model. 



Issues related to model interpretability and result opacity
Importance of interpretability in clinical decision support

From Pocevičiūtė et al (2021) Survey of XAI in Digital Pathology 

Exemplary visual 
explanations 
(superimposed on grey-
scaled H&E stain) for the 
two studied tumour entities. 
Red denotes positive 
relevance, i.e. in favour for 
the prediction of 
class cancer, while blue 
denotes negative 
relevance, i.e. contradicting 
the prediction of 
class cancer. 



Issues related to model interpretability and result opacity
Importance of interpretability in clinical decision support

From Pocevičiūtė et al (2021) Survey of XAI in Digital Pathology 

Exemplary visual 
explanations 
(superimposed on grey-
scaled H&E stain) for the 
two studied tumour entities. 
Red denotes positive 
relevance, i.e. in favour for 
the prediction of 
class cancer, while blue 
denotes negative 
relevance, i.e. contradicting 
the prediction of 
class cancer. 

Heatmap enables pathologists 
to focus on problematic regions 
of the WSI to examine the 
areas that the algorithmic 
model is flagging up as having 
high positive relevance for the 
prediction of class cancer



Confronting the challenges by 
creating a responsible data 
innovation ecosystem



DECOVID: Taking steps toward upskilling in RRI



DECOVID: Taking steps toward upskilling in RRI

A SAFE approach to the 
responsible use of health data 
used in data governance 
framework and training 
curriculum:

Sustainable and safe. 

Accountable and transparent. 

Fair and Equitable.

Explainable and Interpretable

The “6 safes” of data stewardship & responsible health 
data use (ONS/HDRUK):

Safe Projects: Ethical data use for the public benefit, PPIE

Safe People: Accredited users, RRI training, readiness 

Safe Settings: Secure access & compute infrastructure, TREs

Safe Data: FAIR data, responsible linkage, data integrity

Safe Outputs: Egress control, sustained privacy, traceability 

Safe Return: Responsibly connect research and clinical care
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DECOVID: Taking steps toward upskilling in RRI



Co-designing an ethics and governance framework : Four 
objectives

1. To secure an ethical, safe, equitable, and responsible data innovation ecosystem  that is 
oriented to the public good and to the benefit of citizens and society

• Build on the existing ethics, standards and governance landscape:.

• Cover areas in the co-designed framework of (1) data stewardship and responsible data 
management and sharing, (2) responsible design, development, and deployment of 
algorithmic systems, (3) explainable, interpretable, and intelligible AI systems, and (4) 
assurance and documentation of responsible research practices and good 
methodological conduct.



Co-designing an ethics and governance framework : Four 
objectives
Building on a rich existing ethics, standards and governance landscape:

Existing organisational
ethics and governance 

regimes and best 
practices protocols.

Existing Impact 
Assessment regimes for 
data-driven research and 
innovation projects—US, 
Canada, Singapore, UK, 

EU

QMS and QA for LIS 
and product 

development that is 
aligned with FDA QSR

ISO 9000 series (quality 
management systems)

ISO 13485 (medical 
devices)

ISO 15189:2012 
medical laboratories, 

quality and competence; 
ISO/IEC 62304 medical 

device software

FDA/EPA/OECD Good 
Laboratory Practice (GLP); 

The Royal College of 
Pathologists Best Practice 

Recommendations for 
Implementing Digital 

Pathology, 2018

Emerging standards for 
trustworthy data-intensive 
AI/ML innovation: ISO/IEC 

S42 series; 

Accredited users for safe 
research environments;  
RRI training; System, 

organization, and 
participant readiness; 
GCLP accreditation 

MHRA GCP [UK]; ICH 
Guidelines (international 

harmonisation of technical 
requirements for GxP)

Secure access, RE, & 
compute infrastructure; 

ISO 27001 (security 
management controls)

Argument-Based 
Assurance for Machine 

Learning Systems; NIST 
Explainability and 

Trustworthy AI standards

C5 Operational Security 
Attestation, Germany; 

NHS Digital Data Security 
and Protection Toolkit 

FAIR data principles, 
responsible linkage, data 
integrity, data protection 

and privacy

•

WHO Good Data and 
Record Management 

Practices; Trusted Digital 
Repositories

ANS/HDS ASIP SANTÉ 
(secure health data hosting), 

France; Cyberessentials
Plus (cyber threat 

protection), UK

EU Regulations for 
medical devices (MDR) 
and in vitro diagnostic 

medical devices (IVDR)

ISO/IEC 62366 (medical 
devices, usability 

engineering); ISO 14971 
(application of risk 

management to medical 
devices)

ISO 27018 (personal data 
protection); AICPA SOC 

1-3 system and 
organization controls

IEEE P7000 series; 
ICO/Turing Explainable AI 

guidance

ISO 12052:2017 (Health 
informatics — digital 

imaging and 
communication in medicine 

(DICOM) including 
workflow and data 

management) Trusted Research 
Environments; Federated 
ML; Differential privacy; 
Encryption technologies; 

HIPPA compliance

NHS code of conduct 
for data-driven health 
care and technology 

(data sharing 
framework); NIST 

forthcoming standard 
for Data Sharing 

Agreements (DSA)

Caldicott principles; 
ALCOA+ standards for 
data integrity; American 

Medical Informatics 
Association (AMIA) 

principles for data sharing 
and commercialization

Existing standards for 
egress control, 

sustained patient 
privacy, and safe 

clinical return 

Safe projects

Safe settings

Safe people Safe data

Safe returns

Safe outputs



Co-designing an ethics and governance framework : Four 
objectives

2. To ensure ethics and governance principles and protocols are accessible, easily 
understandable, and inclusive

• Carry out the co-design of the framework with a continuous commitment to accessible, 
easily understandable, and inclusive guidance.

• Starting from user-needs, prioritize the utilization of plain, non-technical language and 
the presentation of complex ideas in a jargon-free manner that is intelligible and 
accessible to non-specialists.

• Co-create framework resources alongside impacted stakeholders and members of the 
wider community.



Co-designing an ethics and governance framework: Four 
objectives

3. To ensure social license, public consent, and patient trust through appropriate outreach, 
consultation, and engagement

• Prioritize patient and public involvement and engagement (PPIE). 

• Use patient and public participation as a building block of ensuring public trust.

• Safeguard this as a dialogical process that involves listening, communicating, and 
interacting with patients and the public so that their insights and lived experience can be 
integrated into the production of policy, research, and innovation. 



Co-designing an ethics and governance: Four objectives

4. To work towards organizational and participant readiness so that the uptake and 
execution of the framework can be safeguarded and cultural transformation enabled

• Readiness gaps arise where there is a disparity between the development and 
implementation of a new technology policy and the preparedness of social institutions, 
organizations, and actors to absorb, adopt, and adapt to the changes brought about by 
that policy transformation. 

• To meet this challenge: identify and address potential readiness gaps in order facilitate 
cultural transformation and to safeguard the effective execution and uptake of 
framework resources and processes.

• Prioritize the establishment of training and continuing education regimes so that the 
framework (and the responsible data innovation environment it creates) is sustainable. 



Thank you!


